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Abstract

As learning analytics practices become more commonplace in educational settings, student knowledge about the
collection and use of their data becomes more of an interest. How students perceive the collection and use of their
data has been researched for many years, with legitimate privacy and ethical concerns raised. While various
guidelines, models, and frameworks have been proposed to address these concerns, the ways educational
institutions practically address them by providing more information for increased transparency has yet to be widely
investigated. The present study provides an initial investigation into the effectiveness of three different formats of
data disclosure statements in a higher education setting. Participants were presented with one of three different
formats from a fictional university: 1) a generic text, 2) a detailed text, or 3) an icon-based “nutrition label.”
Participants then completed a survey to assess their understanding and perceptions of data collection practices.
Results suggest that regardless of format, participants demonstrated an increased understanding of these practices
when the disclosure was not generic. Additionally, student acceptance of data collection and beliefs about sharing
were unaffected by disclosure of any kind. This study provides initial evidence to inform learning analytics practices
to address identified concerns from students around a lack of transparency. Universities and other institutions in the
higher education sector may revisit their data disclosure methods and language to ensure that they are both accurate
and transparent, so that students better understand data collection within the scope of their studies.

Notes for Practice

e Providing students with details on how their data is used for learning analytics purposes promotes their
understanding and builds transparency.

e While the format of data disclosure statements (e.g., text or visual) may not play an important role,
simply providing more detailed information about what data is collected can increase student
understanding of LA practices.

e Including not only what is collected, but which parties have access to these data should also be
included in disclosure statements.

e To support efforts of decolonization in educational research and practice, increased transparency and
agency can serve to support informed consent and increased acceptance of LA in implementation.
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1. Introduction

As data-informed decision-making becomes more commonplace in educational settings, the need to understand how associated
methods and approaches can inform teaching and learning practices becomes more important than ever. As part of this effort,
critically examining how students are informed of and subsequently understand common practices around educational data
collection and use is of the utmost importance. As Roberts et al. (2016) found, university student attitudes towards learning
analytics suggested a general lack of knowledge about learning analytics itself, and identified student concerns regarding who
might be accessing their information. This study pointed to a potential lack of transparency around who has access to student
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data and how it may be used in a higher educational setting. Additionally, Viberg et al. (2022) found that when students were
asked to rate how they perceived their institution’s implementation of learning analytics, their ideal practices in the area of
privacy and ethics fell well below the perceived practices in reality. This aligns with Wang’s (2018) discussion of big data in
education, in which privacy, ethics, and by extension transparency, are noted as big concerns. Taken together, this points to
both a desire from students for more transparency and institutional opportunities for more robust ethical practices in the
implementation of learning analytics. The present study builds upon this work to investigate data disclosure statements as a
means to operationalize transparency, and to assess its effects on student understanding of data collection practices. This paper
first provides an overview of the learning analytics field, along with related theories of trust and ethical frameworks. This is
followed by a report on the intervention, a discussion of findings, and implications for practice.

1.1. Learning Analytics and Data Collection

Learning analytics (LA) is a well-established area of research and practice in educational settings. It is generally defined as
the measurement, collection, analysis, and reporting of data about learners and their contexts for purposes of understanding
and optimizing learning and the environments in which it occurs (Long & Siemens, 2011).

In their review of LA methods and practices, Avella et al. (2016) noted that schools (and other educational organizations)
should recognize the importance of using data-driven approaches in teaching and learning. This is especially true given the
increase in the ubiquity of online teaching and learning since the COVID-19 pandemic and the increased use of technologies
that provide data on student learning. When combined with traditional metrics such as grades, demographics, and other data,
these insights can provide a more holistic picture of learning to better support students through their educational experiences.
With these factors in mind, research on LA has grown to explore a number of areas including student retention and tracking of
learning outcomes (de Freitas et al., 2015; Jayaprakash et al., 2014), in-class collaboration (Worsley & Ochoa, 2020), social
presence in online learning (Norz et al., 2023), and many others.

Outside of the scope of research, however, data collection is pervasive and widespread in education, from early childhood
settings through university. Aside from demographic and academic data (including grades), large amounts of data are collected
as students engage with learning technologies, including learning management systems (LMSs), video systems, and other
platforms. As outlined in the seminal paper by Lockyer et al. (2013) these data can be categorized into types of analytics such
as checkpoint analytics (e.g., when students log in or access materials) and process analytics (e.g., how students engage with
technology as they work towards a goal). In their review of data used in LA research focused on online learning, Kew and
Tasir (2022) also point to different types of data that align with these types of analytics — behavioural, network, and level
data. Common examples of such data can be derived from an analysis of log data from an LMS (see Nistor & Hernandez-
Garcia, 2018), include mouse click (or finger tap) events when navigating an online course (behaviour), discussion forum posts
(network), assignment submissions, and exam and quiz responses (level) — all timestamped and linked to every student in
every class. While the scale of such data collection is commonplace and largely accepted outside of educational settings,
throughout the lifespan of research in LA, the ethical and privacy considerations around the collection and use of student data
in particular has been an important part of scholarly examination.

1.2. Ethics, Privacy, and Trust

Early discussions of LA included the need to consider privacy and ethics in this work, with Campbell et al. (2007) suggesting
that privacy and data governance needed to be considered when engaging in LA work. In their discussion of surveillance and
power in online learning environments, Land and Bayne (2005) noted that for the most part, staff — including learning
designers, administrators, and instructors — have access to such data, whereas students do not. This raised an important aspect
of LA practice — that student awareness and equity in the collection and use of educational data needed more attention,
especially when considered in the larger context of ethics and privacy.

Slade and Prinsloo (2013) provided a meaningful discussion of student privacy in the context of LA, noting that when data
is collected in other fields, such as health care, individuals must provide consent whereas in higher education this is not always
the case. This raises concerns about the commodification of students and their data, and with universities and other
organizations engaging with many third party, for-profit educational technology companies to fulfill their growing needs, what
these companies do with their data becomes even more of a concern.

As Roberts et al. (2016) found in their exploration of student attitudes towards LA and big data, many students were simply
not aware that their data was collected, and had different understandings of what data would even need to be collected. They
also noted specific concerns around who would have access to their data as well as implications for bias towards them based
on data collected, thus potentially “driving inequality” (p. 5). Further, in a study that explored the disconnect between university
student expectations and realities of learning analytics, findings for 674 students enrolled in a university in the UK suggested
that student expectations of how their data was collected, protected, and shared, did not match the reality of what their
institution was actually doing (Tsai et al., 2020). It was also found that students expressed distrust towards third-party vendors
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that their university engaged with, citing concern over control over their data and the potential for it to be used for commercial
purposes (Tsai et al., 2021).

Hoel et al. (2017) discuss this issue from a broader policy perspective, arguing that existing privacy frameworks such as
the EU’s General Data Protection Regulation (GDPR), should inform learning analytics practice. Appropriately, the GDPR
includes a so-called right to be informed when personal data is collected, which supports the call of Joksimovic¢ et al. (2021)
for “privacy-driven” learning analytics. Such an approach would focus on practices that limit data collection to specific
purposes, protect private information, provide robust consent mechanisms, and ensure transparency to all students.

While most educational institutions are bound by policy, legislation, and other external factors to ensure transparency
around information-related privacy for their students, it is not always easy to implement for administrators. Through this lens,
Rubel and Jones (2016) discuss the delicate balancing act that many institutions engage in when weighing the net benefits of
student data collection to support learning and continuous improvement with the potential loss of privacy, lack of informed
consent, and compliance with legislation. To this end, researchers have proposed several ideas on how to address these issues.

1.3. Addressing Privacy Issues

Both Slade and Prinsloo (2013) and Pardo and Siemens (2014) provided guidance in the ethical use of learning analytics, with
the former proposing principles around the moral use of data, student agency, and transparency, and the latter outlining
transparency, student agency, access rights, accountability, and assessment of data use. At the centre of this guidance is
transparency around what data is collected and for what purposes. Building upon this work, Drachsler and Greller
(2016) proposed the DELICATE framework, which provides guidelines for the ethical development of learning analytics
practices including recommendations around engagement, transparency, consent, and other areas. Mutimukwe et al.
(2022) extended this to develop a model for investigating the privacy concerns of students regarding learning analytics. This
model is based on the antecedents—privacy concerns—outcomes (APCO) model by Smith et al. (2011) and is rooted in
relationships between perceived privacy risks, perceived privacy control, and prior trusting and non-self-disclosure behaviours.
While previous theorizing and model development provide meaningful ways of conceptualizing privacy and ethical approachs
to learning analytics for practitioners and researchers, the methods by which any guidelines are implemented remains largely
underexplored. In their systematic review of privacy and data protection issues in learning analytics research, Liu and Khalil
(2023) note a specific lack of empirical research into how to address such issues from a legal framework or technical
perspective. While one aspect of many such solutions is through informed consent, this first requires providing students with
information about what data is being collected.

Indeed, how students are informed of data collection is of key importance. As Whitman (2021) asserts, if students are to
consent to their data being collected, they must first be accurately informed as to what is collected; however, the degree to
which this happens in practice is not always clear or consistent. Prinsloo and Slade (2018) assert that in addressing consent,
higher educational institutions “have tended to do so in a fairly generic and often opaque way” (p. 12). This again suggests that
transparency is a key first step towards ensuring the ethical use of educational data by ensuring that students are aware of the
details of data collection before they consent to it, thus supporting institutional efforts to protect their privacy and support their
learning. Indeed Hoel and Chen (2018) propose that “openness and transparency are essential and should be an integral part of
institutional policies” (p. 12). They also suggest that students should be consulted as to how data is collected and used. Based
on this line of theorizing, it is clear that transparency in practice should be the goal of any robust LA implementation in higher
education, with a capital “T” for transparency being the focus in Draschler and Greller’s (2016) DELICATE framework.

1.4. Transparency and Data Disclosure Statements

Previous studies have indicated that university student expectations around the use of learning analytics data should be
inclusive of permissions and transparency (Mutimukwe et al., 2022; Tsai et al., 2020) with Rubel and Jones (2016) advocating
for transparency and clarity for students around what is collected, how it is collected, and the benefits that such collection
would bring. To support this aim, Jones (2019) advocated for an educational version of the Platform for Privacy Preferences
Project (P3P), developed by the World Wide Web Consortium (W3C), which would provide students with a detailed and
transparent mechanism for informed consent as well as opt in/opt out mechanisms for educational data collection. When
students were asked about privacy principles for three different learning analytics systems in a German university, results
indicated that their willingness to share personal information differed based on the system used; when they had more agency
over the data they provided, they were more accepting of the system itself (Ifenthaler & Schumacher, 2016). While students
may have an opinion or a preference about the detailed data they choose to share in their private lives, in many instances this
is not the case for universities and other educational organizations — students typically do not have a choice of what data is
collected, and it varies greatly in terms of how the institution discloses which data is collected and for what purpose. While
many studies explore student preferences and comfort with sharing their data, there is a need for more research investigating
how universities disclose the data they collect to students, as well as the effectiveness of such efforts.
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information is collected, used, and stored. Such statements can be part of privacy policies or terms of reference in a commercial
product, but mainly aim to provide concise and clear information to users about data collection practices. One aspect of how
such disclosures could potentially be shared with students has to do with the format of the statement. Drawing upon research
in cognitive and educational psychology, Cognitive Load Theory (Sweller et al., 2011) has identified a modality effect, which
occurs when information presented across modalities — such as text, diagrams, video, and audio — can increase learning and
retention of information that students are exposed to (for a review, see Ginns, 2005). For example, diagrams that are not self-
explanatory should include short text descriptions; if they don’t, students won’t have the background information to derive
meaning from the diagram alone (Sweller, 1994). Additionally, Moore and Fitz (1993) discussed how learning materials based
on Gestalt visual design principles can support effective learning, specifically how grouping and integrating visual information
with text and diagrams can support understanding. While the present study’s focus is not on the design of learning materials
per se, an investigation of multiple formats of data disclosure statements (namely the integration and grouping of visual
information) can inform the design of potential solutions that concretely increase transparency in LA practice.

1.5. The Present Study
The present study provides an initial investigation into the effectiveness of data disclosure statements at an imaginary university
in Australia. Given that transparency has consistently been identified as a priority for ensuring ethical practices within LA,
participants were presented with one of three data disclosure formats: 1) a general format with vague statements about data
collection (control condition), 2) a detailed text format (text condition) that outlined specific data collected, or 3) a “nutrition-
label” format (label condition) that provided the same information using grouped icons and simple text labels. The study used
a between-subjects design, with participants grouped into separate conditions based on the format of their disclosure
presentation.
The primary research question was as follows:
How does the format of LA data disclosure statements affect university students’ understanding and acceptance of data
collection practices, motivations, and uses?
This question was designed to test the following hypothesis:
H1: Participants who are exposed to the detailed text and nutrition label formats will demonstrate increased confidence
that specific data is collected compared to those in the control condition.
H2: Participants who are exposed to the nutrition label format will demonstrate increased confidence that specific data is
collected compared to those in the text condition.
H3: Participants in the detailed text and nutrition label formats will demonstrate higher acceptance of data collection by
their university compared to those in the control condition.
H4: Participants in the detailed text and nutrition label formats will report more conservative data collection practices with
regards to who should have access to their data due to an increased awareness of what is being collected.

2. Methods

2.1. Participants

G*Power version 3.1.9.6 (Faul et al., 2007) was used to determine the minimum sample size needed to test the outlined
hypotheses through an a priori power analysis. The required sample size to achieve 80% power for detecting a medium effect,
at a significance of a = .05, was N = 159. Participants thus numbered 187 university students, who were recruited through
convenience sampling in online courses from two first-year psychology classes (through for-credit participation in research
studies, thus reducing self-selection bias), and seven introductory educational technology classes (through voluntary
participation) at a regional university in New South Wales, Australia. Inclusion criteria required fluency in English, and access
to a laptop computer, smartphone, or tablet. While convenience sampling may lead to some inherent biases, participants were
recruited from a diverse sample ranging in age from 16 years old to retirement age, located in all corners of the country, and
representing the exact target population with a vested interest in the topic — students whose data is collected for online learning
purposes. Participants who volunteered to participate were randomly assigned to one of three conditions: control, text, or label.

2.2. Materials and Procedure

Students completed an online survey using the Qualtrics survey software. Upon starting the survey, students were asked for
basic demographic data, including gender and age range. After entering basic demographic data, each participant was exposed
to a data disclosure statement presented in one of three formats, depending on their assigned condition. Data disclosure
statements were developed by the researcher and presented to participants as coming from the fictional “University of
Australia.” Figure 1 shows a generic, vague disclosure statement (control condition) that indicates the participant would be
required to provide personal information, without providing much detail. Figure 2 shows a more specific text-based disclosure
statement (text condition) that provides clearer details of exactly what data is collected and why. Figure 3 shows the same
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information as Figure 2, though presented in a “nutrition label” format (label condition), with categorized and icon-based
information designed to mimic data collection disclosure statements from mobile application stores.

To progress through your studies, you will be required to provide personal
information to the University of Australia. “Personal information” is as
defined in the Privacy and Personal Information Act 1998 (NSW), and
includes name and contact information and details of previous study or
experience. This information will be used to for:

+ admission, enrolment and study progression (as applicable);

« sending you information regarding the University of Australia;

« various other administrative, security, academic and statistical

purposes that assist the University to achieve its objects and functions.

Figure 1. Generic data collection disclosure statement.

Data Used to Improve your Learning Experience

The following data is collected by educational systems and may be used by
instructional and support staff to improve your learning experiences and the
experiences of other students.

The university collects a number of data-points to improve teaching and
learning. These include but are not limited to: Your name, location and IP
Address; the times you access your online class space; how many times
and when you access learning materials and resources; how many times
and when you access links; how many times you view and post to forums,
including specific word counts; when and what you manually mark as
complete; your assignment marks; how many times you submitted
assignments and; how many times you viewed feedback.

Figure 2. Text-based data collection disclosure statement.

Data Used to Improve your Learning
Experience

The following data is collected by educational systems and
may be used by The University of Australia instructional and
support staff to improve your learning experiences and the
experiences of other students.

General Information

E Your Name 'gl Your Location

Unit Access
® Access Times ahil Access Count

Readings, Resources & Links

@ view Count (© Access Times

Forums

@ View Count [& Post/ Edit Count
£y worgCounts (L) Access Times

Manual Completion

Item you mark complete ® When you complete

Quizzes
@ Completion time @ Question Completion time

Assignments

; .
h Submission Count [+ Feedback View Count

o )

Figure 3. Data collection disclosure statements in the form of a “nutrition label.”

2.3. Questions About Data Collection and Perceptions

After participants were exposed to one of the three data collection disclosure statements, depending on their assigned condition,
they were asked a series of questions related to their understanding of which personal data points are collected, focusing on
the context of online learning. These were presented in a Likert format ranging from “I’m sure they don’t collect it” to “I’m
sure they collect it.” They were then asked how their peers might understand these same practices. As Heath (2014) noted,
drivers for LA adoption are rooted in the acceptance, understanding, and expected benefits of such systems. To investigate

ISSN 1929-7750 (online). The Journal of Learning Analytics works under a Creative Commons License (CC BY 4.0) 38



JOURNAL OF LEARNINGANAEYFICS 00 SLAR
these elements as they relate to data disclosure statements, participants were asked questions relating to these issues. Finally,
building upon previous investigations of student perceptions of data collection for LA work (Tsai et al., 2020) participants
were then asked questions relating to their understanding of who does have access to their data, and who should have access
to their data. Again, these were formatted as Likert questions, ranging from “strongly disagree” to “strongly agree.” Lastly,

participants were asked when they believe students should be informed of the details of data collected about them.

2.4. Data Analysis

All data was screened for normality (using Shapiro-Wilk tests) and homogeneity of variance (using Levene’s test). Data related
to each hypothesis was then analyzed and grouped by condition, with aggregated means examined through appropriate analysis
of variance tests, with aligned post-hoc tests conducted as needed.

3. Results and Discussion
A summary of results for each data collection disclosure condition is presented in Table 1.

Table 1. Confidence in which Data Points Collected by University

Dependent Variable Disclosure Format Condition

Control (n=48) Text (n=66) Label (n=73)
My name 4.65 (0.86) 4.32 (1.10) 4.73 (0.63)
Details of device I’m using 2.63 (1.33) 3.36 (1.25) 3.03 (1.24)
My location 3.50 (1.34) 3.74 (1.22) 3.70 (1.43)
My IP Address 3.33 (1.40) 4.26 (1.13) 3.18 (1.34)
When | access my online class 3.29 (1.37) 4.59 (0.74) 4.38 (0.89)
How often | access my online class 3.48 (1.20) 4.47 (0.85) 4.14 (0.99)
When | view learning materials 3.02 (1.33) 4.21 (0.90) 4.00 (1.14)
How often | view learning materials 3.15 (1.25) 4.14 (0.97) 3.77 (1.16)
How often | post to forums 3.40 (1.25) 3.95(1.01) 3.73 (1.11)
When | view forum posts 2.81(1.27) 3.89 (1.14) 3.75 (1.15)
How often | view forum posts 2.96 (1.18) 3.79 (1.07) 3.37 (1.24)
The word count of my forum posts 2.88 (1.28) 3.88 (1.27) 3.55 (1.04)
When | mark an item complete 3.21 (1.29) 3.98 (1.16) 3.95 (1.01)
Items | mark complete 2.94 (1.31) 3.82 (1.30) 4.10 (1.02)
When | submit assignments 4.19 (1.18) 4.56 (0.90) 4.81 (0.46)
Assignment submission counts 3.94 (1.21) 4.30 (0.99) 4.56 (0.69)
How long it takes me to complete quizzes 3.56 (1.34) 4.05 (1.21) 4.14 (1.03)
How long it takes me to complete quiz questions 3.25(1.26) 3.53(1.19) 3.63 (1.14)

Note: This table presents means and standard deviations from Likert responses ranging from “I’'m sure they
don’t collect it” to “I’'m sure they collect it” represented by a numerical scale of 1-5.

3.1. Confidence That Data Was Collected

Table 1 shows results for each data point presented to participants. The mean for participant confidence that data was collected
was calculated across all data points to serve as an aggregated indicator of overall understanding of data collection. This
resulted in values on a scale of one (“I’m sure they don’t collect it”) to five (“I’m sure they collect it”) of 3.34 for the control
condition (SD = 0.51), 4.05 for the text condition (SD = 0.58) and 3.91 for the label condition (SD = 0.56). Given that the
responses for confidence in data points being collected were collected using Likert-style questions, these data are considered
intervals for the purpose of analysis. To determine whether the format of presentation resulted in differences between each
group, testing the assumptions of an ANOVA were undertaken based on the individual data points collected. Given the small
sample sizes, a Shapiro-Wilk test for normality was conducted for each group, which indicated that the means were normally
distributed for the control (W =0.97, p = 0.28), text (W =0.97, p =0.12), and label (W =0.96, p = 0.04) conditions. A Levene’s
test was then conducted and the homogeneity of variance was found to be equal between groups (F(2,184) = 7.231, p <.001).
Given that the assumptions were satisfied, an ANOVA was conducted to compare the effect of presentation format on mean
confidence that data was collected. There was a significant difference between groups, F(2,184) = 16.38, p <.001. A Tukey’s
HSD post-hoc test revealed that the text and label conditions reported significantly higher confidence that specific data points
were collected at p < 0.001 when compared to the control condition; the text and label conditions were not significantly
different from each other (p = 0.492).
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Given the unequal sample sizes across conditions, an additional non-parametric ANOVA was conducted using the Kruskal-
Wallis H test to ensure consistent reults. The test indicated a significant difference between conditions () ?(2) = 21.458,
p <.001). A pairwise comparison conducted using a Wilcoxon signed-rank test again revealed that participants in both text
(p <.001) and label (p <.001) conditions reported significantly higher confidence that specific data points were collected when
compared to the control condition. The same test revealed non-significant findings when comparing text and label conditions
(p =.114). H1 tested whether participants exposed to the detailed text and nutrition label style disclosure statements would
demonstrate higher confidence that specific data points were collected as compared to the generic disclosure (control). In this
case H1 was supported. H2 tested whether participants exposed to the nutrition labels would report higher confidence that
specific data points were collected compared to the detailed text disclosure, which was not supported.

3.2. Acceptance of Data Collection (H3)

A summary of results for how participants understood data collection, its benefits, and their acceptance of such practices is
presented in Table 2. Questions specifically focus on their subjective understanding of why data is collected, the benefits for
students, and their comfort and concern with university practices.

Table 2. Acceptance of Data Collection Procedures

Dependent Variable Disclosure Format Condition
Control (n=48) Text (n=66) Label (n=73)

I have a clear _understandlng of what educational data 2.94 (1.29) 3.32 (0.95) 3.15 (1.10)
related to me is collected.

| h_ave a clear understanding of why this educational data 3.10 (1.37) 3.18 (1.16) 3.18 (1.12)
is collected.

| underst_and the benefits thz_it t_he_ collection of these data 3.13 (1.23) 3.11 (1.07) 3.14 (1.06)
can bring to myself as an individual.

| underst_and the benefits that the collection of these data 3.27 (1.30) 3.18 (1.08) 3.33 (1.09)
can bring to my class.

I understand the benefits that the collection of these data
can bring to all students at the university. 3.29(1.%2) 3.33 (1.11) 3.37 (1.06)

I trust t_he university bzflsed on my understanding of 3.50 (1.07) 3.29 (1.29) 3.37 (1.06)
educational data collection.

I understand how the University of Australia has ensured 2.90 (1.31) 274 (1.18) 2.96 (1.14)

the ethical use of my educational data.

would feel more comfortable if the University of
Australia was clearer about how my educational data is 4.10 (0.95) 4.09 (0.89) 3.92 (0.98)
used in an ethical manner.

would feel more comfortable if staff had ethical use

3.81(1.18) 3.58 (1.08) 3.41(1.14)
statements.
| am co_ncerned that too much education data related to me 3.21 (1.25) 3.26 (1.06) 2,93 (1.11)
is being collected.
I would like the choice to opt in or out of the collection of 3.77 (1.19) 3.73 (1.18) 3.66 (1.15)

these data.
Note: This table presents means and standard deviations from Likert responses ranging from “strongly
disagree” to “strongly agree” represented by a numerical scale of 1-5.

As with the previous analysis, the mean for participant acceptance of data collection procedures was calculated across all
data points, again serving as an aggregated indicator of overall acceptance of data collection procedures. This resulted in values
on a scale of one (“strongly disagree”) to five (“strongly agree”) of 4.12 for the control condition (SD = 1.14), 4.27 for the text
condition (SD = 1.15), and 4.27 for the label condition (SD = 0.98). Given that the responses for acceptance of data collection
were collected using Likert-style questions, these data are considered intervals for the purpose of analysis. To determine
whether the format of presentation resulted in differences between each group, testing of the assumptions of an ANOVA were
undertaken based on the individual data points collected. A Shapiro-Wilk test for normality was conducted for each group,
which indicated that the means were not normally distributed for the control (W = 0.74, p <.001), text (W = 0.73, p <.001), or
label (W = 0.81, p <.001) conditions. A Levene’s test was then conducted and the homogeneity of variance was found to be
unequal between groups (F(2,184) = 0.742, p =.478). Given that the assumptions for an ANOVA were not satisfied, a non-
parametric Kruskal-Wallis H test revealed no significant differences between groups (y 2(2) = 2.28, p =.321). H3, which tested
whether participants exposed to text and label disclosure formats demonstrated higher acceptance of data collection practices,
was not supported.

Aside from hypothesis testing, Figure 4 presents a visual examination of results, which provide additional insights for each
dependent variable. A visual inspection of this plot suggests strong support from participants for the ability to access and
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download their own data, for more clarity in ethical data collection practices, and for the ability to opt in or out of educational
data collection.
Participant Acceptance
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Figure 4. Likert plot showing overall participant understanding and acceptance of data collection.

3.3. Access to LA Data (H4)
A summary of results indicating participant opinions about who should have access to their educational data is presented in
Table 3.

Table 3. Opinions on Data Access

Party Disclosure Format Condition

Control (n=48) Text (n=66) Label (n=73)
My instructor 3.46 (0.62) 3.26 (0.81) 3.27 (0.80)
Instructional support staff 3.02 (0.70) 2.82 (1.04) 2.84 (0.90)
Marking/grading staff 2.85(0.92) 2.52 (1.10) 2.60 (0.98)
IT staff 3.15(0.77) 2.92 (0.95) 2.74 (0.96)
Student support staff 2.65 (0.93) 2.53 (1.00) 2.66 (1.03)
Program or degree coordinator 3.35(0.70) 3.15(0.81) 3.04 (0.81)
Academic leadership staff 2.83(0.93) 2.76 (0.96) 2.71 (0.90)
Marketing staff 2.31(1.17) 1.95 (1.01) 1.89 (0.97)
Government organizations 2.04 (1.03) 1.82 (0.98) 1.78 (0.99)
Private companies 1.25 (0.56) 1.30 (0.66) 1.26 (0.58)

Note: This table presents means and standard deviations from Likert responses including
“Definitely shouldn’t have access, ” “I don 't care if they have access, ” “Should have limited access
as needed” and “Definitely should have access” represented by a numerical scale of 1-4.

Table 3 shows results for each party that may be privy to participants’ educational data, and the opinions of participants
regarding who should have access. The mean was calculated for all data points collected as an aggregated indicator for overall
opinions on data access on a scale of one (“Definitely shouldn’t have access”) to four (“Definitely should have access”). Results
were 2.69 for the control condition (SD = 0.52), 2.50 for the text condition (SD = 0.60), and 2.48 for the label condition
(SD = 0.48). Again, for the purposes of this analysis, the means of these Likert responses are considered intervals. A test of
normality using a Shaprio-Wilk test indicated normally distributed data for the control (W=0.98, p <.011), text (W = 0.97,
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p =.323), and label (W = 0.95, p =.011) conditions, while a Levene’s test resulted in non-equal variances between groups
(F(2,184) = 2.705, p = 0.069). With assumptions for a traditional ANOVA not met, a resulting Krusal-Wallis test suggested
non-significant differences between groups in terms of who should have access to the participants’ educational data
(x 2(2) =5.578, p = 0.061). H4 tested if participants exposed to more detailed data disclosures in the text and label conditions
were more conservative in their thoughts around who should have access to their data, compared to the control condition.
Overall, H4 was not supported.

Beyond hypothesis testing, Figure 5 shows a plot presenting Likert responses about who participants thought had access
to their data (which was not covered in data disclosure conditions). Figure 6 then presents Likert responses regarding who
participants thought should have access to their data.
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Figure 5. Likert plot showing overall participant perception of who has access to their data.
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Figure 6. Likert plot showing overall participant perception of who should have access to their data.

Interestingly, participants reported with very high confidence that IT staff should have access to educational data, with
academic and other support staff rounding out the results, however participants in both cases thought that private companies
did not have, nor should have access to their educational data.

3.4. Supplemental Data

While not directly linked to research questions or hypotheses, participants were asked as part of this study about when they
believe students should be informed of the details of data collection, with the option to check multiple answers. Indeed,
Ferguson (2012) asserted that when discussing the challenges of learning analytics research there “is no agreed method for
researchers to obtain informed and ongoing consent to the use of data.” This also applies in practice, given that students may
not be asked to provide consent when new technologies are adopted in the middle of their university degree, or when existing
vendors change their data collection practices or processes. Figure 7 presents the results, showing that over 50% of respondents
thought that students should be informed at multiple “contact points,” ranging from initial admission to the university to
multiple times throughout a semester or term.
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Figure 7. Plot showing participant opinions of when students should be informed of data collection.

3.5. Discussion

Building on previous studies in the area of ethics and data collection in LA, this study provided initial insights into how
increased transparency in LA practice and desired student understanding of data collection in higher education may be
implemented. This study extends findings investigating student awareness and trust in educational settings (Slade et al., 2019;
Tsai et al., 2020) and provides initial contributions to our understanding of how increased transparency affects student
perceptions of data collection for learning analytics purposes.

Overall, when participants were informed of what specific data is collected about them, they demonstrated a higher
confidence that such data was collected, regardless of the format (H1). While this result seems incredibly obvious, the
technology-based assumptions discussed by Prinsloo et al. (2022) — that students are aware and have agency over data
collection — quickly fall apart, providing evidence that students may not be aware of what data is collected about them, or
who has access to it. Interestingly, the various formats of disclosure used in this study did not have any significant differential
effects (H2), suggesting that simply presenting a detailed disclosure in either text or visual formats provided students with the
information they needed to increase their awareness of data collection practices. When considering this result through the lens
of educational psychology research, this may be attributed to the lack of inherent meaning in the icons used such that short text
passages or visual icons with text are equally effective in providing necessary information to students. Further, participants’
level of acceptance for data collection, and their support for different parties accessing their data was not affected by how
disclosures were presented (H3 and H4). Given the ubiquity of data collection that occurs in the private lives of students for
activities ranging from social media to online shopping, data collection may simply be an accepted “feature” of online life;
however, the details and awareness of what data is collected and who has access to it is nevertheless important when working
towards more ethical LA practices. Educational organizations should thus work to provide more transparency around the details
of what data is collected about students as well as who has access to it. While these practices are normally articulated through
data governance efforts, the sharing of this information may not be consistently or clearly communicated to students.

As Prinsloo et al. (2022) importantly raise, considering consent in the era of such ubiquitous data collection is of the utmost
importance, especially when it comes to the power dynamics at play and the historical effects of colonialism that continue to
affect historically marginalized populations and Indigenous students. Though LA practices are predominantly justified to
support the improvement of teaching and learning, practitioners and researchers should be mindful of the history behind
uninformed consent and the commodification of individuals’ information without their consent, particularly in marginalized
and Indigenous populations (Held, 2019; Tuck & Yang, 2014). For this reason, ethical practices around disclosure and consent
serve not only to support decolonization in research, but also in any practice involving the collection of personal information.

In service of these efforts, the role that private companies play in education thus presents a unique challenge. Results
showed that participants didn’t think that private companies did, nor should have access to their data, when in most educational
settings this is usually a given under the guise of “product improvement.” As Tsai et al. (2020) found, students have high
expectations for their university to obtain consent and secure data when sharing it with third parties, especially given that
students expressed distrust towards these parties (Tsai et al., 2021). Whether it be LMSs, web conferencing and video-chat
platforms, or even generative Al technologies, these vendors definitely do have access and will in the foreseeable future due
to their relationships with educational institutions. If students are not aware of this reality, educational institutions should be
mindful of how students are informed about who has access to their data both from within the organization, and from without,
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including listing the names and locations of any third-party vendors and private companies that work with the organization.
Doing so will move closer to a transparent and more trusting relationship between students and their schools and universities,
while also aligning with decolonization efforts within research and practice.

While this study provides initial insights into the effects of exposing students to different means of disclosing data
collection procedures in higher education, it did include some limitations. The sample was primary recruited from a single
rural university in Australia, and was limited to voluntary and self-reported responses. To extend this work, future studies may
wish to further validate findings across different populations and contexts, with more participants across international
universities. Additionally, further validating and measuring the lasting effectiveness of data disclosure statements and formats
may also inform data literacy across contexts. By integrating previous measures such as the control over data (COD) scale and
sharing of data (SOD) questionnaire employed by Ifenthaler and Schumacher (2016), more details on transparency and
willingness to share could further inform the design of effective data disclosure strategies. The first step, however, is simply
for institutions to take action. As Nichols (2024) highlights in a case study on developing an ethical position for LA
implementation, research, policy, data governance, and previous frameworks and guidelines can all assist in ensuring data
collection and use is done in an ethically robust manner. Along with the findings of this study, future research that focuses on
practical methods to increase transparency and student agency can also contribute to actionable ethical frameworks, moving
us towards more open and transparent LA policies and practices.

4. Conclusion

This paper reported on an initial investigation into a practical implementation of increased transparency for LA practice in
higher education. Results indicated that simply providing more information to students increases their confidence in and
understanding of what specific data points are collected about them, with the format — whether text or visual — not having
an effect. Further results indicated that participants may have an inaccurate understanding of who has access to their data
outside of their immediate instructional support staff, thus supporting the need for more transparency within each educational
context. As supported by previous research, it continues to be clear that the privacy and ethical concerns of students should
always be respected and made an integral part of the conversation when considering the adoption and implementation of LA
systems for educational use. It is clear that increased transparency can be achieved; however, further research is needed to
provide a more holistic means of addressing privacy and ethical concerns so that students have more agency over their data,
trust their education providers, and have a clear understanding of who has access to their data and for what purposes.
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